
Step by step how to create a virtual Machine in Azure connecting securely using RDP.
Step1 Sign in to Azure Portal
•  Go to portal.azure.com and log in. 
•  you will get on the Azure welcome dashboard.
•  use the search bar at the top to find Virtual machines.
•  select a virtual machine and press the Create button. 
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Step2.
•  Select your Azure Subscription-Azure Subscription 1
•  Add your Resource group-BellaRG
•  Navigate to the next page.[image: ]

Step3.
• Name your virtual machine-BellaVM
• Add a region - US East
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Step4.
•Choose a user name, Password, select public inbound ports.
•Navigate to the next page.
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Step5.
•Select your disk Size -127 GIB
•Select OS disk type premium SSD locally-redundant Storage

[image: ]



Step6.
•  Creating a virtual machine in a cloud environment, selecting a subnet determines how the VM will connect to the network.
• Using a default Subnet when creating a VM are automatically configured to assign public IPs
• Choosing your IP-when you launch a VM,it needs an IP address so it can communicate with     other systems.
• Navigate to the next page.
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Step7.
• To Enable Monitoring options for VM
• you need to select storage account
• Either pick an existing storage account or create a new one.
• Navigate to the next page.
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Step8.
• Click on Next
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Step9.
 • Click on Next
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Step10.
•Move on the final page to click on Create 
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Step11.
• Your Virtual machine is now created. [image: ]


Step12.
• Overview of BELLA Virtual Machine. 
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Step13.
•Now is the time to Navigate to download the RDP file.
•Port 8389 (remote desktop protocol) for testing purposes only, for production is not allowed.
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Step14.
•Downloading the RDP file. 
[image: ]



Step15.
•Connecting the RDP file to the Virtual Machine. [image: ]


Step16.
•Signing in with your user name and password in order to connect the virtual machine.
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Step17.
•you have now connected the virtual machine securely with RDP. [image: ]
image5.png
© upgrade | 0 search resources senvices, and docs 6+

Home >
Create a virtual machine ) o mecrestealowcost VM| Help meceste VM optmize for igh avalobiy  Help me chooseth ight sz for my workdosd x
@ el mecreatealowcost V| Help me creste a M optiized forgh avaiabity | Help me choose theright M sizefor my workioad

Basis Disks Networking Management  Monitoing  Advanced  Togs  Review + crate 2
o VM have one opeatngsysem disk and  emporary sk or shortterm storage. You can attch aitona dta disks.

The sie of the VM determins the ypeof sorage you can use and the number of cat isks allowed. Learn more ¢

VM disk encryption

Aaure sk storage encyption atomaticly encypts you datastored on Aure managed disks 05 and dat i) 3t st by

efalt when persstin 1 he loud.

Enctypton athost ©

05 disk

osdscsize © [mage defaut 127 ity

osdskyper © Premium SSD Gocaly redundant sorage) v

PR E-Xd oy =




image6.png
Home >
Create a virtual machine M Help me creste alow cost VM Help me create a VM optimized for high avaabilty
@ Helpme create a low cost VM. Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Basics Disks Networking Management Monitoring  Advanced  Tags  Review + create
Define network connecthty for yourvirtual machine by configuring network interface card (NIC) sttings. You can contol ports,
inbound and outbound connectiviy with security roup ules,or lace behind an existng load balancing soltin.

Network interface

‘When creating a vitual machine,  network nterface wil be created for you.

Vitulnetork+ © [ 7]
e
sunets © [ cosounn |
Varage s oo
Publicip © | = 7]
=
N neork ey group © O none

Help me chocseth ight Vi sz for my workdosd

P Give fee





image7.png
|© upgrade | 9 search esources, sevices, and docs G+/) 0 Copitot

Home >
Create a virtual machine M Help me create alow cost VM Help me create a VM optimized forhigh avaiabilty  Help me choose the ight VM size for my workload
@ velpmeciatealoncostVM  Help me createa VM optinized forhgh avllablty | Help me choose the rght VM sizefor my workoad

Configure moritoring options for your M.
Alerts

Enable recommended slertres © [

Diagnostics

oot diagnostcs © © Enable with managed sorage account (ecommended)

O traleith custom storage account
O oisae

Enable 05 guest diagnostics © (m]

Health

Enable appicaton heath moritoring © ()

-

R Gieteedback




image8.png
Moot ure (ORI ) | EE =000 R

Home >
Create a virtual machine M) Help me creste alow cost VM Help me create a VM optimized for high avadabsity | Help me choose th right VM sizefor my workload x
@ Help me create a low cost VM. Help me create a VM optimized for high availabity Help me choose the right VM size for my workioad

Baics Disks  Networking  Management  Monitoring  Advanced  Tags  Review + create
Add aditonsl confiuraton,agents,scripts o appliatons vi iual machine extensions orcloud-ini.

Extensions

Extensions rovide post-deployment configuration and atomation
extensions © Selctan extension to nsal

VM applications

VM applications contain appicationfls that ae securely an reably downloaded on your VM afte deployment.In addition to
the appicationfles,an install and unistal srptar ncluded nthe 3ppication You can easily add o remove applatons on
your VM after crete Learn more ¢

Selecta VM appication o nstal

Custom data .




image9.png
= oo CIT BT — T 2 o 00 c

Home >
Create a virtual machine @ Help me create.alow cost VM | Help me create a VM optmized for high avalabilty | Help me choose th ight VM iz or my workload
@ Hepmecreatealowcost vl Help me ceate a VM optiized forgh avaiabily | Help me choose the right M sizeformy workdosd

Basics Disks Networking  Management Monitoring  Advanced  Tags  Review + create

Tags are namenalue pais that enable you o categorize resources and vew consoldated bilng by appying the same g to
multiple resources and resource groups. Leamn more about tgs

Note tha i you ceate tags and the change resource setings on ofher tabs,your 1agswil e automatclly pdated

Name & Value © Resource

13 seected v

(TSR e + s

= om P N

R Give feedback

PR




image10.png
© upgrade | 9 search resources, sevices and docs (6+7)  copiot

Home >

Create a virtual machine - @  Helpmecreote alowcost VM Help me create a VM optimized for high availabity  Help me choose the right VM size for my workdoad

© Fuwing ol vldton
@ welpmecreatealowcost Vi Help me create a WM optimized for igh avaiabilty  Help me choose the rght VM szefor my workoad

Busics Disks Networking Management  Monitoring  Advanced  Tags  Review + create

price

1X Standard D253 Subscptin cedis appy ©
by Mictosot o.1880 UsD/he

TeRMS

By clcking “Creae’, (3 agree o the gl tems and pevacystatement() sssocited with the Marketplce ofeiogs sted
above () authorize Micosoft 0 bil my current payment method or the fes ssociated with the offering(), with the same
biling frequency a my Azue subscrpton; an (1) agree that Mictosft may share my contac, usage an tansactional
Information with theprovidr(s) f the offring()for suppert bing and other tansactionalactties. Micosof does ot




image11.png
i = oot CITT) EEMENEYTENTISTM L 0 0o 0 c

Home >
& CreateVm-MicrosoftWindowsServer.WindowsServer-202-20250929171639 | Overview = X

Deploment
© ¢ B odte © conc () tatepoy & Downosd ) Retesn
& ovenview . .
. @ Your deployment is complete

nputs

Depleyment name: Crestevm MicosoftWindowsSenvrWin.. St ime: 972972025, 61505 P
> emlte Resource group: BELLARG v
~ Deployment dtais Get ot o stay within yoor budget and

prevent unexpected charges on your bl

# Mast shepn ‘Setup cost alerts >
e iy
ot .

2 Tll us bout your exprience withdeployment Strtieaming today >

‘Work ith an expert
P ————— e experts are service provider partners___°




image12.png
o= o e I EESIETUIC IO T o S o 0 f

Home > CreateVim-MicrosoftWindowsServer WindowsServer-202-20250829171639 | Overview >

O il mecopythis VM inay region Manage this M with Azre U x

« @ Helpme copy this M in any region

2 S comeay Dot Corestn Osop O vivente 8 Copre v B velete O Reresn [ Openinmobie /5 Feedback
& Acviylog P
B Access contol (A) ~ Esentas Jsonview
@ voos Resource group (mase) Opersting system

BELLARG Windows Windows Sever 2022 Datacenter Azure o)
X Diagnose and solve problems Siatus sz
1 Resource visuazer Runring Standard D25 3 2 vepus, 5 B memary)

Locaion primany NIC public P
7 comet eastus 0424
> Networking subscpton (move) Lsociated publc IPs
> sottings szt subscrigtion 1 Vitwal networksubnet

subscription D BELLANGetaut
> Avaabilty + scae TH€9934-2100-4562.90c8 7004112058 -
> Seaunty Not confured

Healtstte

> Backup + disaster recovery .
> Operatons Time created

972972025, 415 PM UTC

Addor tmmove fovotes by pesiog CUr oSMPRoF. Tags (edit) v




image13.png
= oo CIEE EESEITIETIMEN EES 0 2o o 2 L

Home > CreateVim-MicrosoftWindowsServer WindowsServer-202-20250929171639 | Overview > BELLAVM

5/ BELLAVM | Connect] x

Vit macine.

5 sewen o« @ Nowviw,configure, and even sve your conneconsetings — il on plce Have comment o sggstons s new Connctexperience? 3 -
Provde feedback
B Ovenien a
© et Q Resetpassworgorkeys R Towesnoot 7 feecback

B acviylog
. Accss convol 0M)
€ s L2 Native RDP O MOSTPOPULAR | | LOCAL MAGHIE
X Diagnoseand soe proiems Source machine
N Source machine 05 © Wingows

Resource viler
N Source pacess © Lol range | 1857500716

- Destination VM

comeet
WP sgsess © Pl P 20424736

< waston

b ot © 9

&, vindowsAdin cener

Connecton prerequisices

> Netwoning e @ checkinbouna hsa s
~ setings o

® ose Connectusing ROP fle

Cotencionc + " bounload and open i o connect ‘Downloxd RO? fie

At o emove vt by presig Crd s SHFEoF





image14.png
= oo e (TR RN

Home > CreateVim-MicrosoftWindovesServer WindowsServer 202-20250929171639 | Overview > BELLAVM

(59 BELLAVM | Connect  »

Vil macne
B Overvew
& acwiylog
A Access control (AM)
© nas
K Diagnose and soe probiems.
& Resource isualer
v comeat
& Connect
X sastion
B Windows Admin Center
> Networking
 setings
 viss

Ao s y s oS ot

| e

Source machine
Source machine 05 O
Source P address ©
Destination VM

WP addess ©

Wt ©

Connection prerequistes

Wacess ©

Connect using RDP file

Download and openfle to omect

Editsetings

 More ways to connect (4

Windows

Local P range | 1857500716

Pubic 1P 20424736
209

@ Check inbound NSG rules

| oownioadrop e

o
pme

| e

]

Forgo ptsword? Reset pasword

x




image15.png
= oo e (CYTEREY) (ERENETT) Koo oome oA

Home > Gt lcotndomee WidowsSener 22 ESEESTISE8| v > ELAN [T
57 BELLAVM | Connect x
£ search ¢« ‘Source machine |-
@ o i i —— .
& aciyiog ©
B2 Access control (AM) ation VM p—— -
[
@ Tags ot [r———
wind B o
X Diagnose and solve problems. -
(CONNECHION PIereqUISILe! (ot st cmmsirats i comntr
B
e I
 co pr———
X Bastion Download and open file to connect | Download ROP file
B, Windows Adrin center - — ®
.
" ‘Edit settings. =
® Disks

Astox e ooy g Certosmigeor N\ More ways to connect (6)




image16.png
= woon ae (YRR IR ) Koo oom

Home > CreateVim-MicrosoftWindowsServer WindowsServer 202 2025092917163 | Overview > BELLAVM

s BELLAVM | Connect  #

Vit machine
5 search o« Sourcemachine
o o Soucemachine0s O

Souce s
& Acviyiog ©

3. nces cotol ) Destnation VM

W s ©
€ v
Wapon ©
X Disgose andsobe prtiems
Comection preeauistes
[—
- e ©

v o

& G ‘Connect using ROP file:

L JEre—— *
Enter your credentials

Thess cscentis il b usd 0 connect 0
e

[ |

Temember e

X tston P

B Windows Adnin Center

Username
> Neworking
v setings
editsotings
2 o

itr o iy s otesngeer N More ways to connect (4)

B

» e
e

Forgt password? Reset passvord

=]

.




image17.png
L Somno

T toosseme
[y,

mersso g se | mrsenen '
o= Cp— o





image1.png
0 Search resources, sevice, and docs (6+/) 0 copiot

Home > Compute nfrastructure

2 Eompute infrastructure [ VIrual machigs | - 6 ey nescommonty s oo oo 1 x

ey

&« Virtal machines  Getstarted

@ overview
2 Switehtodassic (D Resenvtions 5 Manageview v ) Reresh L Brportto Csv

roup by none

© sucure © o iing.a oo of o e, Cik bt s e e,
T T ] (s (i) (R ST X) (G ) (R
Vit Macine s st 2
=
@ computerieet u
P p—
> Copaciy » placement No virtual machines to display
— Crste i machine st s o Widows. Select 3 magefom e ket e or s your o

customized mage.

Leam more about Windows vitual machines

> welp

Showing 1 - 0.0, Display count: | auto 2 Give teadbock
O —




image2.png
® upgrade

Home > Compute infrastructure | Virtua machines >

reate a virtual machine D0 v e choos the it M izeformy workoad | Hlp me crstea o cost VM Help me creste M optimizefor high sy

@ viepme cretea low cost Vi

Help me create a VM optimized for high avalabilty  Help me choose th ight M iz for my workoad

Busics Disks Netwoking Management Monitoring  Advanced  Tags  Review + create

Create  vitual machine tht uns i or Windows.Selectan image from Azue marketplace ofuse your ow customized

image. Complete the Basics tab then Reiew + ceate {0 rovision a virtual machine with defalt parameters o review each tab
forful customizaton. Learn more ¢

»
Project detils
Seletthe subscription to manage deployed resources and costs. Use resource groups ik folders 0 rgarize and manage all
yourresources.

Subscption* ©

[ mcmpont

Resource group* ©

[ |

R Give teedback




image3.png
Micosoft Azure (YT [ ey | £ sela@adeniontogmai

Home > Compute nfastructure | Virtual machines >

Create avirtual machine 0 e ve by s s st s it i x
@  Help me create a low cost VM Help me create a VM optimized for high availabiity Help me choose the right VM size for my workioad

project detals -
S O S —

e

sobapiont © (e soscipiont 5

L reoegouns © (o 5

—

Vitusimactine e+ © (

fegon® © s .

e
bty opons © I 5

ne cntons Seltselcted z0ne

# i




image4.png
-0 1 R

Home.

Create a virtual machine @ Help mecreatealowcost VM Help me create a VM optimized for igh avadabiity | Help me choose the right VM size for my workioad X

@ elpmecieatealowcostViM  Help me ceate a VM optimized or high avalabilty  Help me choose the right VM iz fo my wordoad

™ compatlewith Hibrmatet enaie thisfesure, Lean mare

Adminisrator account

Usemame s © o 21
password + 7]
Confim passrd * 7]
Inbound port rles
Select which il mchin nebwork prts r accesibie o the ublc temet. You can specty mare it o granule
networ acess on th Networkng (2.
bubkcinbound prts * © O Nane

© Hiow seiectedports
Selctinbound pots* 707 G399 v

B e teedback




